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Quantum computer

What is Quantum computer?

• Principle: Utilizes quantum mechanics phenomena of 'superposition' and 'entanglement' 

for ultra-high-speed computation.

• Characteristics: Achieves computational capabilities far superior to traditional 

supercomputers.

• Applications: Set to revolutionize diverse industries including Artificial Intelligence (AI), 

defense, drug development, and aerospace.

• CES 2025 Focus: Highlighted as a key future technology connecting AI and semiconductors.

• Rapid Technological Progress: Significant achievements anticipated within the next three years.

• Major Players' Commercialization Goals:

- Google: Presented a six-stage commercialization roadmap targeting usability by 2031.

- IBM: Aims to implement error-corrected quantum computers by 2029 for commercialization.

- Microsoft: Pursuing R&D in collaboration with partners like IonQ, Honeywell, and Atom Computing.

• Domestic Landscape (South Korea): Launched the Public-Private Quantum Strategy Committee in March 

2025.

• Outlook: Accelerated quantum computing development driven by competition among big tech companies 

→ Expected to shorten the timeline for quantum computer commercialization.

The Advent of the Quantum Computing Era
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Threats of Quantum Computing

Quantum computers pose an imminent threat to current cryptographic systems, necessitating the urgent development of 
quantum-resistant solutions to protect global e-commerce, national security, and cryptocurrencies.

• Vulnerability: Shor's Algorithm* on quantum computers can easily break existing 

cryptographic standards like RSA and ECC (used in most e-commerce).

• Impact: Poses significant risks to current e-commerce security and national security.

• Urgency: Mosca's Inequality** highlights the need for pre-emptive action before 

quantum computers become widely available.

• Cryptocurrency Alert: Major changes anticipated for cryptocurrencies like Bitcoin and 

Ethereum.

Feature
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(Classical)

ECDSA(P256)
(Classical)

Quantum Computing
(Shor’s Algorithm)

Underlying
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* Shor's Algorithm: A quantum algorithm that can quickly factor large numbers. It can solve integer factorization and discrete logarithm problems in polynomial time without a private key.

** Mosca's Inequality (Store Now, Decrypt Later - SNDL): Quantum computers enable "Store Now, Decrypt Later" attacks. This means past transaction keys recorded on blockchains could be 

decrypted and exploited. Therefore, quantum-resistant cryptography must be developed years before decryption technology becomes widespread.

Collapse of Current Cryptography1 Quantum Computing Threat Analysis2
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Post Quantum Cryptography (PQC)

Background

• Threat: The advancement of quantum computing technology (Peter Shor's Algorithm) 

jeopardizes existing public-key cryptography.

• Urgency: Mosca's Inequality states that while quantum computer commercialization is 

unpredictable, Post-Quantum Cryptography (PQC) must be prepared in advance.

• A new public-key cryptography designed to withstand decryption threats in a quantum 

computing environment.

• Lattice-based cryptography is being standardized domestically (TTA, HIMQ/RLizard).

What is PQC?

Ypqc

• WhykeykeySoft Technology Research Institute is the first in Korea to develop and test both 

the Korean TTA standard (RLizard.CCA) and international standard algorithms (MLDSA / 

MLKEM) in C and Java languages, respectively. Based on this, we have launched Ypqc, our 

post-quantum cryptography module.

Example of lattice-based algorithm
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Recents Trends in Post Quantum Cryptography (PQC)

Standards Development Organization (SDO) Algorithm Note

NIST (USA) ML-KEM (CRYSTALS-KYBER) Encryption (lattice-based)

NIST (USA) ML-DSA (CRYSTALS-DILITHIUM) Digital Signature (lattice-based)

NIST (USA) SLH-DSA (SPHINCS+) Digital Signature (hash-based)

TTA (Korea) Ring-Lizard Encryption (lattice-based)

TTA (Kore) HiMQ Digital Signature (multivariate quadratic–based)

KpqC contest AiMer Digital Signature (hash-based)

Post Quantum Cryptography Standard Algorithm

Security Industry Initiatives

• Samsung SDS: Developed the hash-based 

digital signature algorithm AiMer in 

collaboration with KAIST.

• RaonSecure: Incorporated some PQC 

elements into its products.

• Dream Security: Developed a post-quantum 

cryptography module.

• CryptoLab: Engaged in algorithm 

standardization and consulting.

Government Policy Actions

• Considering PQC algorithms for KCMVP 

(Korean Cryptographic Module Validation 

Program) certification.

• Launched a project to build a national 

infrastructure for issuing PQC certificates.

• Movement toward adopting PQC in defense 

and public-sector organizations.

Algorithm Standardization

• NIST (U.S. National Institute of Standards and 

Technology): Published three standard 

algorithms.

• TTA (Korea Telecommunications Technology 

Association): Announced two algorithms (for 

encryption and digital signatures).
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PQC Communication Method – Key Sharing Process

•

•

•

•

•

•

•

•

•

•

•

KeyPair Generation

(PublicKey, SecretKey)

Receiving and Storing B’s Public Key

A B

PublicKey, ID

PublicKey, ID

Receiving and Storing A’s Public Key

KeyPair Generation

(PublicKey, SecretKey)

Generating EncryptionKey(k)

w/ random number

Using B’s PublicKey, k Encrypt (KEM/CCA)

Receiving r (random number)

SessionKey = hash(r||k)

A B

KEM/CCA, ID

r, ID

Receiving KEM/CCA

Decrypt w/SecretKey

k extraction

Generating random number r

SessionKey = hash(r||k)
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PQC Communication Method – E2EE, Digital Signature
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A B

Edata(Ecnrypted Data)

Signature Message Generation:

M= Transaction details or received data 

from the counterparty

Generate signature value using own 

private key

signature = Sign(M)_PQCkey

A B

Signature(M), M

result

(Optional) Signature Message Generation 

and Transmission

Receive signature(M)

Verify signature w/ counterpart’s publickey

Check M for tampering

Send verification result

M
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Outlook for Post Quantum Cryptography

Global standardization and national roadmaps indicate that enterprises must begin transitioning to post-quantum 
cryptography now to ensure secure adoption by 2028 and beyond.

Commercialization Timeline

Algorithm Standardization

WhykeykeySoft Development Status & Outlook

Related Article (Source : CSO)
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Post-Quantum Cryptography Business Area - Consulting

By combining growing market demand, active industry adoption, and consulting-driven technology transfer, 
we aim to accelerate PQC commercialization.

Background

• As post-quantum cryptography (PQC) 

technologies gain attention, interest among 

domestic security and web service providers 

is rapidly increasing.

• As of 2024, there are 814 domestic 

information security companies, many of 

which face difficulties in internalizing PQC 

technology due to high costs and technical 

complexity.

Market Trends

• Major domestic security-listed companies 

such as Hancom Secure, Dream Security, and 

Raon Secure are actively developing PQC 

solutions.

• Samsung Electronics – Integrated PQC 

features into the Galaxy S25 series to protect 

user data.

• SK Telecom – Launched the first commercial 

global VPN service with PQC in Korea.

Market Size

• Target: domestic security companies 

requiring PQC technology transfer and 

consulting

• Approx. 800 companies × USD 25,000 ≈ USD 

20 million.

• Additional recurring cash flow expected 

through continuous PQC module updates

Provide technology transfer and consulting services to domestic companies requiring PQC.

Commercialize PQC modules for TLS, widely used in e-commerce and web services.

Establish a recurring revenue model through continuous module updates.
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Post-Quantum Cryptography Business Area - Blockchain

With proven blockchain expertise and growing urgency for PQC adoption, 

we aim to pioneer a secure PQC-based environment to safeguard the future of digital assets.

Background

• Most cryptocurrencies currently rely on 

public-key cryptography (ECC-based).

• Quantum computers could extract private 

keys, leading to transaction forgery and 

double-spending attacks.

Technology Trends

• Some, including Jensen Huang, predict that it 

will take around 20 years before useful 

quantum computers appear, suggesting that 

applying PQC now is premature.

• Others argue that quantum computers may 

emerge before 2030, and based on Mosca’s 

Inequality, immediate PQC adoption is more 

appropriate.

Blockchain Development Capabilities

• Experience in:

▸ Operating a white-label-based exchange

▸ Researching wallet structures

▸ Developing private blockchains 

(Hyperledger Fabric)

• Ability to form a mainnet development team 

and network, contingent upon investment. 

Develop alternative technologies for transaction signatures and wallet schemes in blockchain.

Build a PQC-based blockchain mainnet.

PQC
Sign

ECC
Sign

Transaction

PQC
Keypair

ECC
Keypair

User Credential

Blockchain Network User Wallet
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Core Strengths of Ypqc

Delivering the most versatile, standards-compliant, and future-ready PQC module.

Pure Java

Embedded

Multi-OS
Support

Standards
Compliant

Algorithm 
Diversity

ACVP 
Validated

C

Compatible across major operating systems 

for seamless adoption.

Designed for constrained environments with 

minimal memory footprint.

Fully implemented in Java without JNI,

ensuring portability and ease of integration

Validated through the NIST ACVP 

process to ensure reliability and 

interoperability.

Fully aligned with NIST PQC standards and 

cryptographic best practices.

Supports multiple PQC algorithms including 

ML-KEM, ML-DSA, and RLizard.

Pure C codebase,

highly portable and efficient across 

platforms.
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Proven Development & Validation

Backed by rigorous development, public validation, and verifiable results.

WhykeykeySoft PQC Playground (Click image to try)

Algorithm Development (Completed)

• Two international standard algorithms: ML-KEM (encryption), ML-DSA (digital signature).

• One domestic standard algorithm: RLizard (encryption)

▸ First and only in Korea to be developed simultaneously in both C and Java languages.

Universal Testing Environment (Playground)

• A public webpage where anyone can test the consistency of their own algorithm.

• Shows computation times to evaluate performance.
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Roadmap to Quantum-Resistant Future

Building on our unique expertise as a foundational PQC developer, we are engineering a future-proof cryptographic 
engine designed to meet emerging global standards and achieve the most stringent security certifications.

Continuous Innovation

• Expanding Algorithm Portfolio

▸ Currently developing/reviewing four additional 

algorithms for KpqC (Korean PQC standard)

▸ This ensures we remain at the forefront of both 

domestic and international standardization.

• Enhanced Performance & Features

▸ Ongoing R&D for performance optimization and 

integration with emerging technologies (e.g., IoT, 

Blockchain).

Securing Leadership

• Targeting KCMVP Certification

▸ Actively preparing for KCMVP (Korea Cryptographic 

Module Validation Program) certification immediately 

following the final algorithm announcement.

• Market Expansion & Dominance

▸ Public Sector : Ancitipating mandatory PQC adoption 

for public institutions, creating a significant market 

opportunity. KpqC readiness positions us as a primary 

suuplier.

▸ Private Sector : Providing a seamless upgrade path 

for all existing security products to become quantum-

resistant.

Unmatched Expertise

• Fundamental Technology Ownership

▸ WhykeykeySoft is the only company in Korea to 

have independently developed post-quantum 

cryptography from the ground up, based on our own 

core principles.

▸ This deep expertise guarantees superior flexibility, 

support, and long-term reliability for our clients.
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