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Quantum computer

What is Quantum computer?

Principle: Utilizes quantum mechanics phenomena of 'superposition’ and ‘entanglement’
for ultra—high—speed computation.

Characteristics: Achieves computational capabilities far superior to traditional
supercomputers.

Applications: Set to revolutionize diverse industries including Artificial Intelligence (Al),

defense, drug development, and aerospace.

The Advent of the Quantum Computing Era

CES 2025 Focus: Highlighted as a key future technology connecting Al and semiconductors.

Rapid Technological Progress: Significant achievements anticipated within the next three years.

Major Players' Commercialization Goals:

- Google: Presented a six—stage commercialization roadmap targeting usability by 2031.

- IBM: Aims to implement error-corrected quantum computers by 2029 for commercialization.

- Microsoft: Pursuing R&D in collaboration with partners like lonQ, Honeywell, and Atom Computing.
Domestic Landscape (South Korea): Launched the Public—Private Quantum Strategy Committee in March
2025.

Outlook: Accelerated quantum computing development driven by competition among big tech companies

— Expected to shorten the timeline for quantum computer commercialization.
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Threats of Quantum Computing f2: Whykeykey

Quantum computers pose an imminent threat to current cryptographic systems, necessitating the urgent development of

guantum-resistant solutions to protect global e-commerce, national security, and cryptocurrencies.

0 Collapse of Current Cryptography Quantum Computing Threat Analysis
. ke ' : * : ot RSA2048 ECDSA(P256) Quantum Computing
Vulnerability: Shor's Algorithm* on quantum computers can easily break existing
cryptographic standards like RSA and ECC (used in most e-commerce).
 Impact: Poses significant risks to current e-commerce security and national security. U;sz:ggg Factorization Discrete Logarithm ?faanr:f%TmF?ng%r
« Urgency: Mosca's Inequality** highlights the need for pre—emptive action before \
’64 2
quantum computers become widely available. Time o (e o (ogm(log* 2) ) o(yn) 0 ((log n)3)
. . . o i E ial i :
» Cryptocurrency Alert: Major changes anticipated for cryptocurrencies like Bitcoin and RIS (L)) (Exponential) (Polynomial)
Ethereum.
Feasibility Infeasible Infeasible Feasible

* Shor's Algorithm: A quantum algorithm that can quickly factor large numbers. It can solve integer factorization and discrete logarithm problems in polynomial time without a private key.
** Mosca's Inequality (Store Now, Decrypt Later — SNDL): Quantum computers enable "Store Now, Decrypt Later" attacks. This means past transaction keys recorded on blockchains could be

decrypted and exploited. Therefore, quantum-resistant cryptography must be developed years before decryption technology becomes widespread.
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Post Quantum Cryptography (PQC)

Background

Threat: The advancement of quantum computing technology (Peter Shor's Algorithm)
jeopardizes existing public—key cryptography.
Urgency: Mosca's Inequality states that while quantum computer commercialization is

unpredictable, Post-Quantum Cryptography (PQC) must be prepared in advance.

What is PQC?

A new public—key cryptography designed to withstand decryption threats in a quantum
computing environment.

Lattice-based cryptography is being standardized domestically (TTA, HIMQ/RLizard).

Ypqc

WhykeykeySoft Technology Research Institute is the first in Korea to develop and test both
the Korean TTA standard (RLizard.CCA) and international standard algorithms (MLDSA /
MLKEM) in C and Java languages, respectively. Based on this, we have launched Ypqc, our

post—quantum cryptography module.

B vinivicey

Example of lattice—based algorithm

Gen
01 ¢+ {0,1}*°
0z (p,p'  K) € {0,117 % {0,1}7 % {0,1}*°° := H(() r= H is instantiated as SHAKE-256

0z A e Hf;x" := ExpandAlp) L= A is generated and stored in NTT Representation as A
04 (s1,82) € .5',‘, X 5,’;' := ExpandS(p") )
S5 ti= As) + 89 > Compute As; as NTT' (A - NTT(s;))

06 (t1,to) := Power2Round,(t, d)
7tr e {0,117 = H(p || t1)
02 return (pk = (p.t1), sk = (p, K, tr 81,82, t0))

Sign(sk, M)
0z A e Hf;x" = ExpandAlp) = A is generated and stored in NTT Representation as A
0 pe {01} = Htr | M)
11 k=10, (z,h):=1
2 p e {0,117 = H(K || ) (or p' + {0,1}°*? for randomized signing)
12 while (z,h) = L do = Pre-compute &, := NTT(s1), 82 := NTT(sz), and &y := NTT(tg)
4 yE E:,f] = ExpandMask(p’, k)
w = Ay > W= N'I'I'_l(A-NTT[y)]

wy := HighBits (w. 2v2)
£ € (0,11 = Hiu | 1)

¢ € B = SamplelnBall(#) = Store ¢ in NTT representation as & = NTT(c)
Z:i=y+ cs B Compute cs as NTT '(&-5;)
ry 1= LowBits,(w — 82, 272) > Compute csy as NTT™ (- §)
if ||2]|cc = 11 — 8 or ||ro||ec = 2 — 4, then (z,h) = L
else
h := MakeHint,(—cto, w — cs2 + cto, 272) = Compute ¢ty as NTT_I(E' )
if |[ctol > 2 or the # of 1's in h is greater than w, then (z,h) := L
K=K+ £

2¢ return ¢ = (¢, 2, h)

Verify(pk, M, o = (&2, h))

27T A€ Hf;” 1= ExpandA(p) = A is generated and stored in NTT Representation as A
28 p € {0,132 = H(H(p || t1) || M)

o ¢ := SamplelnBall(#)

30 wh = UseHint,(h, Az — ct; - 29, 292) [ Compute as NTT ' (A - NTT(z) — NTT(c) - NTT(t; - 27))
31 return [||z]|- < — A and [¢ = H(p || wi)] and [# of I'sin his < w]

Figure 4: The pseudo-code for deterministic and randomized versions of Dilithium. The
only difference between the two versions is in Line 12, where p' is either a function of the
key and message, or is chosen completely at random.
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Recents Trends in Post Quantum Cryptography (PQC) fe8 Whykeykey

@ Post Quantum Cryptography Standard Algorithm

Standards Development Organization (SDO)

NIST (USA) ML-KEM (CRYSTALS-KYBER) Encryption (lattice—based)

NIST (USA) ML-DSA (CRYSTALS-DILITHIUM) Digital Signature (lattice-based)

NIST (USA) SLH-DSA (SPHINCS+) Digital Signature (hash-based)

TTA (Korea) Ring-Lizard Encryption (lattice—based)

TTA (Kore) HIMQ Digital Signature (multivariate quadratic-based)
KpqgC contest AiMer Digital Signature (hash—based)

Algorithm Standardization Security Industry Initiatives

Government Policy Actions

« NIST (U.S. National Institute of Standards and

Technology): Published three standard
algorithms.

TTA (Korea Telecommunications Technology
Association): Announced two algorithms (for

encryption and digital signatures).

NIST

National Institute of
Standards and Technology

Samsung SDS: Developed the hash-based « Considering PQC algorithms for KCMVP

digital signature algorithm AiMer in
collaboration with KAIST.

RaonSecure: Incorporated some PQC
elements into its products.

Dream Security: Developed a post—-quantum
cryptography module.

CryptolLab: Engaged in algorithm

standardization and consulting.

SAMSUNG SDS (@ JHEAAN

CRYPTO LAB

(Korean Cryptographic Module Validation
Program) certification.

Launched a project to build a national
infrastructure for issuing PQC certificates.
Movement toward adopting PQC in defense

and public-sector organizations.
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PQC Communication Method — Key Sharing Process

Public Key Exchange

* MLKEM / RLizard Method
* The same applies to MLDSA.

* The generated private key is stored in a secure
repository.

 The counterpart’s public key is stored in a
separate database.

 Optionally delivered in the form of a certificate.
* Mutual key exchange (optional).
* Security parameters are agreed upon in advance.

Encryption Key Exchange

I RE

« MLKEM / RLizard Method Encrypts the
encryption key using the recipient’s public key.

+ Generates additional random numbers and a
session key.

* The session key consists of a symmetric key, IV
(initialization vector), and MAC key.

+ Subsequent encrypted communication uses the
session key.

KeyPair Generation
(PublicKey, SecretKey)

Receiving and Storing B's Public Key

Generating EncryptionKey(k)
w/ random number
Using B’s PublicKey, k Encrypt (KEM/CCA)

Receiving r (random number)
SessionKey = hash(r| |k)

PublicKey, | Receiving and Storing A's Public Key

KeyPair Generation
(PublicKey, SecretKey)

Receiving KEM/CCA
Decrypt w/Secretkey
k extraction

KEM/CCA, |

Generating random number r
SessionKey = hash(r| k)

B vinivicey
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PQC Communication Method — E2EE, Digital Signature

End—-to—end encryption (E2EE)

MLKEM / RLizard

» Use the shared session key to encrypt and
decrypt communication data.

* Apply a message authentication code (MAC).

* Prevent replay attacks.

» Both A and B generate and transmit ciphertext in
the same way.

Digital Signature

* MLDSA

* Generate and transmit a digital signature using
one’s private key.

+ Verify the digital signature using the recipient’s
public key.

 Challenge-response method can be applied for
transaction verification.

* For future transaction proof, it is recommended to
store the signature separately.

* Use of a certificate is optional if needed.

k = Shared Session Key

msg = Plaintext Message

nonce = random(16)

cipher = ARIAEncrypt(msg|[nonce)

mac = HMAC(cipher) Edata(Ecnrypted

Ciphertext(Encrypted Data)
Edata = cipher || mac || sessionld

Signature Message Generation:
M= Transaction details or received data
from the counterparty
. . Signature(M)
Generate signature value using own
private key
signature = Sign(M)_PQCkey

B vinivicey

Edata = cipher || mac || sessionld
k Extraction w/ Session ID
mac1 = HMAC(cipher)

Message Authentication:
Compare mac and mac1

msg| [nonce = ARIADecrypt(cipher)

Nonce Verification (Replay Attack
Prevention)

(Optional) Signature Message Generation
and Transmission
Receive signature(M)
Verify signature w/ counterpart's publickey
Check M for tampering
Send verification result
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Outlook for Post Quantum Cryptography

Global standardization and national roadmaps indicate that enterprises must begin transitioning to post—quantum

cryptography now to ensure secure adoption by 2028 and beyond.

0+ Commercialization Timeline
Related Article (Source : CSO)

+ Considering the current pace of quantum computing development, major national institutions recommend accelerating the NIST publishes timeline for quantum-
adoption of post-quantum cryptography (PQC). resistant cryptography, but enterprises must
* The U.S. National Institute of Standards and Technology (NIST) recommends that major enterprises adopt PQC by 2028. move faster
Timeline  The UK’s National Cyber Security Centre (NCSC), in its recent guidance, recommends that enterprises: —
» |ldentify vulnerable systems by 2028 A
> Prioritize critical upgrades by 2031
> Fully transition to PQC by 2035 i St o ot oy s i

quantum at scale by 2028.

O+ Algorithm Standardization

« Standardization efforts are currently led by the United States:
» ML-KEM : Module-lattice-based standard encryption algorithm (FIPS 203)
o » ML-DSA : Module-lattice—based standard digital signature algorithm (FIPS 204)
Standardization » SLH-DSA : Hash-based standard digital signature algorithm (FIPS 205)

» Hash—-based algorithms are expected to be used for special purposes due to their large key and signature sizes.
- Existing domestic standard algorithms (RLizard / HiMQ) are outdated and are expected to be replaced by four new algorithms.

0 -+WhykeykeySoft Development Status & Outlook

* Currently focusing on the development of three major standard algorithms: o
» Encryption : ML-KEM, RLizard.CCA auantum, ol
WhykeykeySoft > Digital Signature: ML-DSA

* Ongoing work on stability and performance, develop other algorithms
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Post—Quantum Cryptography Business Area — Consulting

B vinivicey

By combining growing market demand, active industry adoption, and consulting—driven technology transfer,

we aim to accelerate PQC commercialization.

Background

( Consulting Business Direction )

Provide technology transfer and consulting services to domestic companies requiring PQC.
Commercialize PQC modules for TLS, widely used in e-commerce and web services.
Establish a recurring revenue model through continuous module updates.

As post—quantum cryptography (PQC)
technologies gain attention, interest among
domestic security and web service providers
is rapidly increasing.

As of 2024, there are 814 domestic
information security companies, many of
which face difficulties in internalizing PQC
technology due to high costs and technical

complexity.

Market Trends

Major domestic security-listed companies
such as Hancom Secure, Dream Security, and
Raon Secure are actively developing PQC
solutions.

Samsung Electronics — Integrated PQC
features into the Galaxy S25 series to protect
user data.

SK Telecom — Launched the first commercial

global VPN service with PQC in Korea.

Target: domestic security companies
requiring PQC technology transfer and
consulting

Approx. 800 companies x USD 25,000 =~ USD
20 million.

Additional recurring cash flow expected

through continuous PQC module updates
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Post—Quantum Cryptography Business Area — Blockchain £ Wnykeykey

With proven blockchain expertise and growing urgency for PQC adoption,

we aim to pioneer a secure PQC-based environment to safeguard the future of digital assets.

Blockchain Network User Wallet

{ Blockchain Business Direction ) \
S
Develop alternative technologies for transaction signatures and wallet schemes in blockchain. -aga%%
Build a PQC-based blockchain mainnet.
Transaction User Credential

) P_QC ; PQC_
Sign Keypair

Blockchain Development Capabilities

Background Technology Trends

* Most cryptocurrencies currently rely on * Some, including Jensen Huang, predict that it * Experience in:
public-key cryptography (ECC-based). will take around 20 years before useful » Operating a white—label-based exchange
*  Quantum computers could extract private guantum computers appear, suggesting that » Researching wallet structures
keys, leading to transaction forgery and applying PQC now is premature. » Developing private blockchains
double-spending attacks. » Others argue that quantum computers may (Hyperledger Fabric)
emerge before 2030, and based on Mosca’s + Ability to form a mainnet development team
Inequality, immediate PQC adoption is more and network, contingent upon investment.
appropriate.
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Core Strengths of Ypqc 7% Whykeykey

Delivering the most versatile, standards—compliant, and future—-ready PQC module.

Pure C codebase, Validated through the NIST ACVP

highly portable and efficient across Designed for constrained environments with  Fully aligned with NIST PQC standards and process to ensure reliability and

minimal memory footprint. cryptographic best practices.

platforms. interoperability.

Algorithm
Diversity
Standards ACVP

Compliant Validated

Pure Java

Fully implemented in Java without JNI, Compatible across major operating systems  Supports multiple PQC algorithms including
ensuring portability and ease of integration for seamless adoption. ML-KEM, ML-DSA, and RLizard.

Next-Gen PQC Security Module Against Quantum Threats 1
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Proven Development & Validation

Backed by rigorous development, public validation, and verifiable results.

WhykeykeySoft PQC Playground (Click image to try)
B vigreyiey

Algorithm Development (Completed)

ML-KEM ML-DSA

« Two international standard algorithms: ML-KEM (encryption), ML-DSA (digital signature).
* One domestic standard algorithm: RLizard (encryption) ML-KEM Playground

» First and only in Korea to be developed simultaneously in both C and Java languages. BAAS(EAR)

[ M| (PK) 1: 800 bytes

18 46 @5 17 B2 64 0@ 49 S5F D3 18 A4 @A (O 7A D3 FB 8E 30 E6 B1 15 B9 41 56 68 C1 92 65 68 D7 58
@1 AA 52 AS 73 75 4D 32 44 3A 34 E7 28 8F 3A 66 23 47 00 7A 3B BO 63 6A 2B OF 30 A3 86 56 1A @1
71 9A 1E 76 C6 SF 27 2D C8 OA 20 F3 79 93 8F 53 (@ 3F 68 2 B7 67 34 CE 53 2B 3F F4 39 E5 65 42
F7 20 CA 3D 5A 10 98 4D A2 OF 99 FO BC @B AA OF (9 70 13 BE A7 AA D1 D9 10 83 2A 22 49 D7
84 95 332 AS E0 C2 B0 DD F7 40 E9 AS 61 8F 36 11 F4 D1 3C E6 A9 42 ED 44 B7 D1 @1 94 33
AA B9 82 2B 6A 7A 75 B3 96 99 29 7F 5B 99 B3 7 82 49 BS 36 9A 44 (@ 3C B2 3F 2D A8 5F B6 EB 76
51 67 B7 43 F6 B6 BD 97 CB 7E 93 76 70 E0 C9 34 C1 64 D4 22 2F Al 22 AB 26 DD 51 50 B9 84
27 DA 28 AS 3D 34 82 (B F 98 9C F3 6D DE 20 C7 AD 10 A6 92 40 B 7A 74 A6 5C 80 E2 60 6A
21 8E 6C DB 3D A2 55 07 B2 9C 53 E6 9A 86 (9 BA 6E C3 12 BC 50 @9 @A 8E 21 8D 3F CC 95 BB E1 17
35 D1 A@ D1 98 @F DC Al @1 F9 25 @D E1 A8 1C 39 98 51 A E4 78 21 90 AS CC 35 A4 7C 9A 96 C1 B
1E 77 36 4A 62 D2 93 B2 DB A7 51 A2 19 3A 9A 3E 70 38 6C CD C1 4C BF F8 79 51 76 58 5C 91 48 4F
88 AD 66 EB C9 BC 32 AC FB F7 83 96 66 11 6C 37 57 D2 AB 7A DD 53 4E 28 92 C5 23 97 BC E3 64 1F
30 61 BA 6F EQ 48 4D 54 56 B0 B7 CC F5 C6 99 7D 46 49 B2 FA 2E FB F7 07 C4 78 16 72 CB

@2 CF BB 87 15 F6 4A 70 ES 11 4E 49 13 C3 @8 4A 31 91 17 3 18 C1 AE B7 90 BC D6 4F 25 D3 23 CA
B5 8A 71 19 85 2D AS B9 D1 88 79 4D 58 BC F3 A9 90 65 82 A2 7F A3 @7 (9 8C 26 98 52 B4 8F C8 81
35 A6 BD 23 F5 97 76 @6 SA 5B 42 A7 3F 6C 97 F4 EA 88 BE 4B 0B D2 2A 57 72 55 44 00 B AS F7 E3

75 73 94 3E 00 81 1C DA 8C 96 FC EB 48 95 40 A7 D1 8A BB D 78 C2 98 DA Al BA 64 6C B4 F6 78 7C
27 B3 5A 46 31 22 39 9E DC 48 9E C8 98 56 FA 32 95 E4 01 04 B7 D1 66 12 68 74 D3 EC C3 BC C6 A4

Universal Testing Environment (Playground)

* A public webpage where anyone can test the consistency of their own algorithm. B e e e

€2 66 5A BE (7 65 D 91 55 7E 3C AC 53 AS 80 BA 49 73 57 5A B0 76 E5 0C A3 FC
43 69 B6 11 88 C9 & 37 85 2C 87 0B A@ D1 C1 53 FB A2 A7 D3 4D E1 DC 0A A BA 05 EA

» Shows computation times to evaluate performance. I T U ) £ G P D T e S0 P B o
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Roadmap to Quantum—Resistant Future

Building on our unique expertise as a foundational PQC developer, we are engineering a future—proof cryptographic

engine designed to meet emerging global standards and achieve the most stringent security certifications.

Securing Leadership

Technology Roadmap

* Targeting KCMVP Certification
» Actively preparing for KCMVP (Korea Cryptographic .
Module Validation Program) certification immediately
following the final algorithm announcement.

Continuous Innovation * Market Expansion & Dominance Unmatched Expertise
» Public Sector : Ancitipating mandatory PQC adoption

- Expanding Algorithm Portfolio  —— for public institutions, creating a significant market i

* Fundamental Technology Ownership

» Currently developing/reviewing four additional opportunity. KpqC readiness positions us as a primary

algorithms for KpqC (Korean PQC standard)

» WhykeykeySoft is the only company in Korea to

suuplier. have independently developed post—quantum

» Private Sector : Providing a seamless upgrade path

» This ensures we remain at the forefront of both cryptography from the ground up, based on our own

for all existing security products to become quantum-

domestic and international standardization. core principles.

* Enbanced Performance & Features resistant. » This deep expertise guarantees superior flexibility,

» Ongoing R&D for performance optimization and support, and long—term reliability for our clients.
integration with emerging technologies (e.g., loT,
Blockchain).

Market Strategy

13
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