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0z (p,p'  K) € {0,117 % {0,1}7 % {0,1}*°° := H(() r= H is instantiated as SHAKE-256
03 A€ kaf = ExpandA(p) L= A is generated and stored in NTT Representation as A
04 (sl,s_:) 3 5 _S" := ExpandS(p")

05 t:= As; + 33 = Compute As; as NTI‘_I(A - NTT(s1))

06 (t1,to) := Power2Round,(t, d)
07 tre {0,1}*% := H(p || t1)
02 return (pk = (p.t1), sk = (p, K, tr 81,82, t0))

Sign(sk. M)
A e H!‘x" = ExpandA(p) = A is generated and stored in NTT Representation as A
0 e {0,111 = H(n | M)

11 k=10, (zh)

12 pf e {0,111 = H K || ) (or p' + {0,1}'* for randomized signing)

z, h) =1 do = Pre-compute &, := NTT(s1), 82 := NTT(sz), and &y := NTT(tg)
= ExpandMask(p’, x)

15 wi= Ay & wi=NTT ! (A - NTT(y))
16wy = HighBits (w, 272)

7 Te {0,110 = Hi | wi)
¢ € B = SamplelnBall(#)

= Store ¢ in NTT representation as & = NTT(c)

Z: =y + 8 > Compute ¢s; as NTT (- 1)
20 rg = LowBits,(w — ¢s3, 27a) > Compute csy as NTT ™ (7 - 8a)
2t if ||g|lee = 11— F or |ro)lee = 2 — 4, then (z,h) = L
22 else
23 h := MakeHint,(—cto, w — cs2 + cto, 272) = Compute ¢ty as NTT_I(F: . En]
24 if ||eto]s = 72 or the # of I's in h is greater than w, then (z, h) := L
25 mi=kA44L

26 return o = (&, 2, h)

Verify(pk, M, o = (&2, h))

2T A e Hﬁ;” 1= ExpandA(p) = A is generated and stored in NTT Representation as A
2 op € 40,1} = H(H(p || t.) || M)

¢ := SamplelnBall(#)

30 wh = UseHint,(h, Az — ct; - 29, 292) [ Compute as NTT ' (A - NTT(z) — NTT(c) - NTT(t; - 27))
1 return [||z| < < 71 — 4] and [¢ = H(p || wi)] and [# of I's in his < w]

Figure 4: The pseudo-code for deterministic and randomized versions of Dilithium. The
only difference between the two versions is in Line 12, where p' is either a function of the
key and message, or is chosen completely at random.
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k = 3= SessionKey

msg = B HAIX|

nonce = random(16)

cipher = ARIAEncrypt(msg||nonce)
mac = HMAC(cipher)

Edata(Ecnrypted

&S 2(Encrypted Data)
Edata = cipher || mac || sessionld

MERZLY:
M = 2L E= ST =LH(0|E

MO HIZT |= MBZH Y
signature = Sign(M)_PQCkey

Signature(M)

Edata = cipher || mac || sessionld
sessionld £ 0|8¢tk =&

mac1 = HMAC(cipher)

HIAIXIQIS : mac, mac H|xl
msg||nonce = ARIADecrypt(cipher)
nonce &3 (EI1&d|0| SZAYX|)
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